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Europe faces severe operational vulnerabilities to hybrid aggressions and hostile cyber
campaigns

Various intelligence reports warn of the European Union's preparation deficit against coordinated sabotage, cyberattacks and
digital interference operations. Continental critical infrastructures have registered more than a hundred incidents attributable
to state actors such as Russia and China.

+ More information

WARNING!

Cybercrime represents one in five crimes in Spain Attacks with artificial intelligence challenge the

Navy's cyberdefence
Official data confirm the consolidation of the digital space as a y y

priority scenario for national criminal activity. Computer scams Avtificial Intelligence allows launching more powerful
lead the volume of offences, along with a notable increase in cyberattacks against military ships. The Navy has detected
unauthorised intrusions. failures in the protection of its vessels and needs to update its
+ More information technology urgently.
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Hybrid threat landscape

WARNING! Additional intelligence on coordinated sabotage and disinformation
' campaigns targeting European infrastructures.

+ More information

Cybercrime statistics

Further analysis of the proportion of digital crimes in the Spanish criminal
landscape.

+ More information

Other news

Naval cyberdefence
Updates on the Navy's efforts to address Al-powered threats to its vessels.

+ More information

European resilience
Measures and gaps in the EU's preparation against state-sponsored hybrid operations.

+ More information
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