
US military investigates cyberattack 

targeting base refrigerators

Cooling and refrigeration systems across six 

strategic US military installations have suffered 

a sophisticated remote operational parameter 

manipulation, causing the severe spoilage of 

essential food provisions. Military command 

centers are thoroughly analyzing this critical 

logistical sabotage to identify common attack 

vectors.

More info

Most Spanish organizations remain 

vulnerable despite higher budgets

A recent comprehensive report reveals that only 

a small minority of organizations in Spain 

maintain optimal technological defenses against 

modern cyber threats. The vast majority of 

public and private entities continue to suffer 

severe security incidents despite significantly 

boosting their cybersecurity budgets in recent 

years.  

More info

Major tech corporations drive a new global and unified 

strategy against the most advanced cyber threats

An unprecedented international alliance composed of the sector's largest technology 

corporations has unveiled a global and mutual cooperation strategy to tackle the soaring rise 

of AI-driven cyberattacks. The strategic group aims to share real-time information regarding 

newly detected vulnerabilities and coordinate immediate responses against automated attacks 

targeting critical global infrastructures. However, this initiative has sparked deep skepticism 

among independent experts and regulatory bodies.

More info

From 10/30 to 11/7 2026

https://www.elconfidencialdigital.com/articulo/defensa/defensa-activa-soria-control-humano-inteligencia-artificial-militar/202609231350021487653.html
https://www.microsiervos.com/archivo/seguridad/coalicion-ciberdefensa-ia.html
https://www.lavanguardia.com/internacional/20261029/11671335/pentagono-investiga-ciberataque-neveras-seis-bases-militares.html
https://ciberseguridadtic.es/mercado/solo-el-8-de-las-empresas-espanolas-alcanza-el-nivel-mas-avanzado-de-ciberdefensa-segun-cisco-2026102814193.htm?hl=es-ES


Japan declares a national cyber emergency 

alert after massive automated threat Waves

The Japanese government has officially declared a 

national state of cyber emergency following an 

unprecedented wave of highly automated, AI-driven 

cyberattacks. These massive, multi-vector coordinated 

incursions pose a direct and immediate risk.

More info

The tech multinational has officially presented a highly 

specialized version of its flagship artificial intelligence 

model, specifically optimized for the proactive detection, 

real-time threat hunting, and automated mitigation of 

complex cyber threats.  

More info

Other news

A severe cybersecurity breach impacts health services in Extremadura

Law enforcement authorities have identified a major security breach within the public healthcare 

network that compromised thousands of confidential medical files and sensitive personal user data. 

The regional health agency has formally notified all affected citizens and immediately activated 

comprehensive containment protocols while official forensic investigations remain fully ongoing.

Artificial intelligence is accelerating the development of digital fraud

AI drastically reduces the cost and time needed to execute malicious online operations. This 

shift increases the speed and scale of fraud, heightening risks for both organizations and users. 

Consequently, traditional security systems are proving inadequate against threats operating on 

an automated scale.

More info

From 10/30 to 11/7 2026

Google launches an advanced IA model 

specifically designed for digital defense

More info
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https://www.redseguridad.com/actualidad/inteligencia-artificial/la-ia-avanza-mas-deprisa-que-las-organizaciones-y-provoca-una-evolucion-de-los-ciberataques_20261104.html
https://hipertextual.com/inteligencia-artificial/gemini-4-carbon-google-ciberseguridad-ia/
https://www.juntaex.es/w/ciberataque-ses
https://www.fayerwayer.com/internet/2026/10/28/el-propio-internet-esta-al-borde-del-colapso-japon-declara-estado-de-emergencia-en-el-ciberespacio-por-una-ola-masiva-de-ciberataques-potenciados-por-ia/
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